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Boise Chapter Two Day Seminar

June 5-6

WHO SHOULD ATTEND

This course is targeted towards auditors, system administrators, Information Technology personnel, and

Managers. There is no prerequisite for this class. It is designed to increase the knowledge of participants of all
levels.

SEMINAR OUTLINE

I. INTRODUCTION
II. NETWORK RISKS
[ll. UNDERSTANDING HOW NETWORK SYSTEMS COMMUNICATE
IV. TOPOLOGY CONTROLS
V. FIREWALL CONTROLS
VI. NETWORK COMPONENT CONTROLS
VII. INTRUSION DETECTION SYSTEMS
VIIl. AUTHENTICATION AND ENCRYPTION CONTROLS
IX. VIRTUAL PRIVATE NETWORKING
X. VIRUSES, TROJANS, AND WORMS
Xl. REDUNDANCY
Xll. THE ANATOMY OF AN ATTACK
Xlll.  FAMOUS MAGIC DISK OF SECURITY AND CONTROL GUIDELINES



Frank Lyons — Entellus Technology Group, Inc.

About the Instructor: Frank Lyons is President of Entellus Technology Group, Inc., a firm that specializes
in the establishment of a secured enterprise solution set. He has over 30 years’ experience in information
systems, plus extensive audit and security expertise in the areas of client/server technology, network
security and control, enterprise application risk determination, and control implementation.

Mr. Lyons has designed and implemented core security architectures for SAP, PeopleSoft, and Oracle
Financials within many Fortune 500 companies. He has worked with intranet and Internet application
interfaces, and developed a methodology for performing internal and external penetration testing of the
enterprise application and surrounding infrastructure to ensure that the authentication, authorization, and
accountability controls are not compromised.

Mr. Lyon’s corporate experience includes positions as Manager of Application Development, and
Consultant with Coopers & Lybrand; IS Audit Manager for Blue Shield, and Sun Banks; Manager of
Advanced Technology for the Institute of Internal Auditors; Consultant with Cullinet Database Systems;
and Partner in the Plagman Group, a database auditing and security firm. In addition to being a CISA, he
is a Certified Network Diagnostic Engineer, and has written many articles on the audit, security, and
control of information systems for industry publications. His application architecture experience combined
with extensive database, network diagnostic, and operating system expertise make Mr. Lyons an in-
demand instructor and speaker on the risks and controls of the infrastructure that support the enterprise
solution set in today’s corporate environment.
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New at the Bookstore

For your information, your new books have been added to the ISACA Bookstore for March 2003,
including:

Auditing in a Computerized Environment

Contemporary Auditing 4" Edition Real Issues & Cases

Healthcare Information Systems 2" Edition

Practical IT Auditing 2" Edition

Anti-Hacker Toolkit

Security Technologies for the World Wide Web 2" Edition

Information Security Roles & Responsibility Made Easy

Managing Knowledge - A Practical Web-Based Approach

Risks of Customer Relationship Management - A Security, Control and Audit Approach
Securing E-Business Systems - A Guide for Managers & Executives

Look for descriptions, availability and ordering information on the ISACA web site at
www.isaca.org/bookstore or in the Information Systems Control Journal, 2003 ISACA Bookstore.



